Setting Up a Wireless LAN Connection (Web User Authentication) for Windows 10

The following procedures are required to use the Ritsumeikan University wireless LAN (web user authentication).
1. Wireless LAN settings (SSID)
2. Disabling pop-up blockers
3. Web user authentication
4. Logout
This manual explains these four procedures for connecting to the RAINBOW Network using the wireless LAN (web
user authentication) in Windows 10.
¥ The settings of Windows10 standard browser "Edge" are described.
The wireless LAN network service is available within the wireless LAN service areas on the following campuses:
e Kinugasa Campus
e Biwako-Kusatsu Campus
e Osaka |baraki Campus
e Suzaku Campus
e Osaka Umeda Campus
e Tokyo Campus
Please note that the wireless service may not be available at some facilities on the above campuses depending on

the circumstances.

If you use touchscreen operation instead of a conventional mouse in Windows 10, substitute the following mouse
operations with these touch operations for the purposes of this guide:

Mouse operation Touch operation

Click Tap

Right-click Hold down — Release

Drag Slide/Swipe
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1. Wireless LAN Settings [SSID]
1. Right-Click the network icon in the task tray in the lower right corner of the screen and click

Open Network and Sharing Center displayed in the shortcut menu.

Right GClick

Open Network and Sharing Center

N\ ,/ff: i)} E] ENG 2:38 PM A I — | [-—=] LING i FIVI

<When the network icon is not displayed in the task tray>
i .Click the up arrow button in the task tray to show the temporarily hidden icons.

GClick
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ii . Drag and drop the 7@ icon (Network icon) from the displayed list into the task tray.
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iii. Make sure that the icon is displayed in the task tray,

and proceed to 1. Wireless LAN setting (SSID) on page 2.




2. Click Set up a new connection or network under Change your networking settings.

&

L& Network and Sharing Center - O X
4~ & > Control Panel > Network and Internet > Network and Sharing Center ~v Q| | Search Control Panel L

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Rits-Webauth Access type: Internet
settings Public network Connections: «f Wi-Fi (Rits-Webauth)

Change vour networking cettinge

'k- Set up a new connection or network
Cap

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.

See also
HomeGroup
Internet Options

Windows Firewall

3. Select Manually connect to a wireless network in the Set Up a Connection or Network window, and click
Next.

ﬁ' Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

"o Set up a new network
<2 Setup a new router or access point,

ﬁ' Manually connect to a wireless network
-l _onnect to a hidden network or create a new wireless profile|

B Connect to a workplace
Set up a dial-up or VPN connection to your workplace.

l Cancel |




4. Configure the following settings in the Manually connect to a wireless network window.

T TTTTTTTTTT T Tm e 1
— X ) 1
1 . |
& ¥ Manually connect to a wireless network : (1 )Network name-: :
1 - 1
i Rits-Webauth !
Enter information for the wireless network you want to add ' . !
1 *The letters are case-sensitive. |
1
(1) Network name: [ Rits-Webauth ‘ ' !
_ '\ (2)Security type: :
(2) Security type: WPA2-Personal “ | '
. WPA2-Personal !
(3) Encryption type: AES : :
! 1
~ T ! . 1
(4) Security Key: webauth.ritsumei.acjp| ‘ [] Hide characters ' (3)Encryptl0n type: '
1 1
[ Start this connection automatically ] i AES i
[] Connect even if the network is not broadcasting ' '
- 2 X 2 2 s ! 1
Warning: If you select this option, your computer's privacy might be at risk. 1 .
1 (4)Security key: |
1
1 1
i webauth.ritsumei.ac.jp :
1
1 1
Next Cancel : :
D e 1

5. After all four items are entered, make sure that the Start this connection automatically box is checked and

click Next.

6. Click Close.

L¥ Manually connect to a wireless network

Successfully added Rits-Webauth

—> Change connection settings
Open the connection properties so that | can change the settings.

Close

* Once Wireless LAN settings are configured, the browser will start automatically.

If you cannot connect to the Wireless LAN after completing the above procedures, the Windows 10 Wi-Fi Sense
sharing feature may be ON. Please be sure to turn sharing OFF by following the procedures below and then try to
connect again.

1. Click Ebutton(Start),click Settings and click Network and Internet.

2. Click Wi-Fi on the left side and click Manage Wi-Fi settings on the right side.

3. Turn off switch Connect to networks shared by my contacts.




2. Disabling Pop-up Blockers

1. Start the Microsoft Edge browser, click the ellipsis icon (1) in the upper right and click Settings (2).
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The Advanced settings menu is displayed. If Block pop-ups (1) is switched ON, turn it OFF and click the

ellipsis icon (2) in the upper right to close the settings menu.
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Use Adobe Flash Player
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Always use caret browsing
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Caret browsing lets you select text using the keyboard.
F7 turns on caret browsing for the current tab.
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* When finished using the Wi-Fi LAN, we recommend turning the Block pop-ups feature ON again.



3. Web User Authentication
1. Start your web browser, enter your RAINBOW User ID and password into the web user authentication page,

and click Submit.

B3 web Authentication X B = X

é > O ’ ﬁ webauth.ritsumei.ac.jp/fs/customwebauth/login.html?switch_url=https://webauth.ritsums * I =

N

O
Q

R RAINBOW Wireless LAN Service

RITSUMEIKAN / RAINBOW ID

UserID | |
Password | |

Submit R

Password

If this page does not appear, restart the browser and access a website with an http:// URL. (e.g.,
http://lwww.ritsumei.ac.jp/).

» If the page still does not display, make the configuration changes outlined in Reference 1 — When the web
user authentication page does not display on page 9.

2. The logout window and the Ritsumeikan University homepage appear.

» Do not close the logout window as it is required for logging out from Web Authentication. If the window is not
displayed, the settings in 2. Disabling Pop-up Blockers may not be configured correctly.

Logout - Microsoft Edge = [m]

| E] webauth.ritsumei.ac,jp/logout.html

w eb Auth enti c ati on ENGLISH CHNESE  HAhwur

Login Successful | — —
= \ | EPEOBIEA | R
You can now use all regular network services over the
wireless network.

Please retain this small logout window in order to logoff 2 % %
when done. Note that you can always use the following IR - EFEES EIFREDS - WF FEEE - UM

URL to retrieve this page:
https://1.1.1.1/logout.html|

Logout I




@ Logout

1. To exit the wireless LAN network, click Logout in the logout window.

» If you accidently closed the logout window, access https://webauth.ritsumei.ac.jp/logout.html and the

following window will appear. We recommended bookmarking this page for future reference.

Logout - Microsoft Edge = O X

|_D_] webauth.ritsumei.ac.jp/logout.html

Web Authentication

Login Successful |

You can now use all regular network services over the
wireless network.

Please retain this small logout window in order to logoff
when done. Note that you can always use the following
URL to retrieve this page:
https://1.1.1. 1/logout.html

Logout |




Reference 1 — When the web user authentication page does not display:
If the DNS is set to a specific DNS such as Google Public DNS, the web user authentication window will not
appear. You will need to delete the specified DNS server addresses and change the settings so that the address is

acquired automatically.

1. Click Change adapter settings on the left side of the Network and Sharing Center window.
(Refer to 1. Wireless LAN Settings [SSID] on page 2 for how to display the Network and Sharing Center.)

&E Network and Sharing Center - O X
4 & > Control Panel > Network and Internet > Network and Sharing Center v )| | Search Control Pane p

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Rits-Webauth Access type: Internet
settings Public network Connections: W Wi-Fi (Rits-Webauth)

Change your networking settings

@- Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

:] Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.

See also
HomeGroup
Internet Options

Windows Firewall

2 Right-click Wi-Fi and click Properties.

‘& Network Connections — O X
/> & > Control Panel > Network and Internet > Network Connections v O | Search Network Connections pel
Organize v Connect To Disable this network device Diagnose this connectig, E - m 0
.‘_ Bluetooth Ry M) —/1E#E [ (@ Jo-rorER . Wi-Fi
~ome . Not connected — Disconnected s . Rits-Webauth
x 9 Bluetooth Device (Personal Area ... =aP® WAN Miniport 9 Disable Fnt.rino';R,n Advanced-N 6...

Connect / Disconnect
Status

Diagnose Ri ght C I i Gk
G Bridge Connections

Create Shortcut

9 Delete

9 Rename

G Properties

3items 1 item selected = =




3. Click Internet Protocol Version 4 (TCP/IPv4) and click Properties.

¥ Wi-Fi Properties X
Ne tworking

Connect using:
a Intel(R) Centrino(R) Advanced-N 6235

This connection uses the following items:

V]| 18 Microsoft RukD-H B3Pk A
v SMicrosoft ®yh0-9 MIFALETUA -1 E
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. Microsoft LLDP 7]

4215! =ub 70R30 1§ =32 4 (TCP/IPw4) .

W .a. Link-Layer Topology Discovery Mapper |/0 Driver v
< >

Install... Uninstall Properties
Description
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0K Cancel

4. If Google Public DNS (Preferred DNS server: 8. 8. 8. 8/Alternate DNS server: 8. 8. 4. 4)is setin Use the

following DNS server addresses, select Obtain DNS server address automatically and click OK.

If an address other than the Google Public DNS (Preferred DNS server: 8. 8. 8. 8 / Alternate DNS
server: 8. 8. 4. 4) has been entered, it may be the address for a wireless LAN for off-campus use.
Make sure to write down the address and restore the settings when a connection cannot be

established off campus.

A>A—3y bk JORI)L )N—23> 4 (TCP/IPv4) Properties X A>4—2yb JORJL )XN—23> 4 (TCP/IPv4) Properties X
General Alternate Configuration General  Alternate Configuration

You can get IP settings assigned automatically if your network supports You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings. for the appropriate IP settings.

(® Obtain an IP address automatically (® Obtain an IP address automatically

(O Use the following IP address: (O Use the following IP address:

(O Obtain DNS server address automatically (® Obtain DNS server address automatically

(® Use the following DNS server addresses: (O Use the following DNS server addresses:

Preferred DNS server: 8 .8 .8 .8 | » ererred DNS ser ‘ . . . \

Alternate DNS server: 8 .8 .4 .4 | Alce " . . .

[[] validate settings upon exit AR Validate settings upon exit Advanced...

I [ o ][ conce

5. Start your web browser and proceed to 3. Web user authentication on page 7.
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Reference 2 — To use the wireless LAN network next time:
1. Make sure that your computer is connected to Rits-Webauth.

Click the icon (network icon) displayed in the Task tray in the lower right of the screen and confirm that

Rits-Webauth is “Limited” or “Connected”.

J0-FIXY FigE#:

Glick

Rits-Webauth
Limited

N

J
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eduroam

N

Rits-Wireless

N

* If the icon is displayed or a network other than SO
Rits-Webauth is displayed, check Reference 3 - Switching

the existing wireless LAN connection on page 12.

* If the network icon is not displayed in the task tray,
refer to <When the network icon is not displayed in the

task tray> on Page 2.

No internet Airplane mode
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2. Start your web browser, enter your RAINBOW User ID and password into the web user authentication page,

and click Submit.

X

B3 Web Authentication X B8

1]
& S O ‘ B webauth.ritsumei.ac,p/fs/customwebauth/login.htmiZswitch_url=https://webauth.ritsum % ‘ = 4 Q

R RAINBOW Wireless LAN Service
RITSUMEIKAN h_ RAINBOW ID

Ve

UserID | ]

Password | |
Submit l -\
Password

* If the web user authentication page does not appear, refer to Reference 1 — When the web user

authentication page does not display on page 9.
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Reference 3 — Switching the existing wireless LAN connection:
Usually, if you configure the settings in accordance with this manual, the access points for wireless LAN (on or off

campus) will automatically switch. If the switch does not occur automatically, make the following setting changes.

1. Click the 'etwork icon in the task tray in the lower right corner of the screen and click Rits-Webauth.

J0-FIRY FESR:

Rits-Webauth

N
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Rits-Wireless

N

nad11-129ea7

305ZTa-ED57B2

000D0B41368A

Available Airplane mode

3. Check the Connect automatically box and click Connect.

J0-FIXY Mg

ﬁ Rits-Webauth

Connect automatically

Connect

4. Make sure that there is a connection to Rits-Webauth and proceed to 3. Web user authentication on page 7.
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